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The previous blog in Striim’s data-centric security series addresses the importance of understanding 

data-centric security when it comes to protecting sensitive data. This post, the second of the series, 

focuses on data classification and how it’s crucial for organizations to assess the risk for different data 

types.  

 

Data Classification Starts with an Inventory 

Most organizations tend to keep data around forever. In fact, a recent survey by Veritas Technologies 

revealed that 52% of the information stored by organizations worldwide is unused operational data 

(dark data) and only 15% of stored data is considered critical business information. Data classification 

begins with an inventory; you can't classify data you don't know you have. 

Some of the newer technologies have made taking a data inventory a harder job or a much larger job 

than it has to be. Some platforms allow users to throw in all of a company’s data, including logs, and run 

analytics on it. The philosophy being it’s best for organizations to keep their data around forever 

because there may be hidden insights that may be obtained in the future using advanced analytics.  

One of the problems with this philosophy is that very few people in an organization know what has been 

written into those log files. For example, if an application has been keeping track of transactions using 

log statements, it is difficult, if not impossible, to know about every single piece of data that may be in 

those log messages. There may or may not be sensitive information contained in those log files.  

The notion of throwing unencrypted log files into a platform like Hadoop for example, without knowing 

what’s in them, is basically saying to any would-be hacker “Hey guys. You just have to go to one place 

now. We've put all the data there for you, and you can sift through it later. You can do your analysis; try 

to find patterns and see what's valuable there.” 

 

Why is Data Classification Important? 

Data classification is not so much about the individual data elements, but more about the meta 

structure. It’s about identifying the tables being captured and the different ways in which they could be 

classified. If a table contains customer information such as a phone number and social security number, 

that information would be classified as sensitive. On the other hand, if a table includes the movies a 

customer purchased on a website or TV shows a customer is watching, it probably doesn’t contain 

personally identifiable information. 

http://www.businesswire.com/news/home/20160315005634/en/Veritas-Global-Databerg-Report-Finds-85-Percent
http://www.gartner.com/it-glossary/dark-data/
http://hadoop.apache.org/


Data is one of the most critical resources of an organization, and it should be treated with care. If an 

organization is moving data from one system to another, it should know what kind of data is being 

moved. It is unwise to do wholesale log-shipping into other platforms without knowing what it is you're 

doing. If the data contains sensitive information, the data team should be applying data-centric security 

best practices.  

 

Striim Helps Organizations Protect Sensitive Data 

Security concepts are built into all of the components of the Striim platform. Striim makes it easy for 

users to apply encryption to data in motion. Users can choose which data streams should be encrypted 

by using the encrypt flag. Organizations can also use Striim to build a custom, real-time data obfuscation 

tool protecting sensitive data as it moves from Striim to the cloud. The obfuscation happens in-flight 

between the source and the target, which is the cloud. 

It is crucial that organizations know where their data is and the type of information the data contains so 

that it can be classified and protected using data-centric security best practices.  
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