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Organizations today are dealing with massive volumes of data; stationary data stored in vast silos on 

company servers and streams of data generated from sensors and machines; data in motion. Data 

stored by organizations and data in motion often contain sensitive information such as credit card 

numbers, social security numbers, personal health records, and user passwords.  

While organizations generate and store a great deal of data (data at rest), the amount of data in motion 

is on the rise. The data landscape is changing, and hackers are constantly exploiting vulnerabilities 

arising from an organization’s lack of data-centric security. In recent years, data breaches have become 

more frequent and on a much larger scale.  

 

Understanding Data-Centric Security is Crucial to Protecting Sensitive Data 

One of the best ways an organization can protect sensitive data is by understanding data-centric 

security. Organizations must understand that data in motion needs to be protected just as much as data 

at rest e.g. data stored on a server or cloud service. Organizations must consider security best practices 

around all of its data whether that data is stored in silos or moving at lightning speed. 

The traditional approach to data security involves techniques such as putting up firewalls, setting up 

monitoring systems, and using encryption. These techniques are used to establish a secure perimeter 

around data sitting on a disk. It’s not just stationary data that needs to be protected, data in motion 

must be protected as well. In many cases, protecting sensitive information can be as simple as applying 

encryption to both stationary data and data in motion.   

Organizations must also understand that it’s not just the data itself that must be protected, but also the 

software that can be utilized to access the data. Encrypting data will be ineffective if that data can be 

accessed and unencrypted by applications that are insecure. Enterprises, companies of all sizes for that 

matter, must apply basic security practices around sensitive data. For example, companies should 

implement authentication and authorization capabilities not only for internal systems, but also 

applications that interact with those systems. For software testing that requires data, developers should 

use fake data or tools to obfuscate and tokenize some of that data.  

Companies must implement data-centric security best practices to prevent hackers from obtaining 

sensitive data, data that leaves customers vulnerable to actions such as identity theft, fraud, and 

financial theft. Hackers have gotten smarter when it comes to stealing sensitive data and breaches are 

http://www.businessinsider.com/target-ebay-and-ubisoft-a-list-of-the-biggest-data-breaches-in-history-2015-7


now on a grand scale. Yahoo, Anthem Insurance companies, Home Depot, and Target are just a few 

examples of companies that have experience major security breaches in recent years. 

 

Striim Helps Organizations Protect Sensitive Data 

Striim has been architected so that security practices are built in across the entire platform. Striim has a 

single authorization and authentication mechanism in place for every platform component and 

capability whether it’s reading initial data sources, building queries against streams, or accessing 

dashboards. Striim provides high level role-based security. For example, administrators can set up 

permissions for individual data streams allowing only certain personnel to view them. Dashboards can 

be set up so that users can see the resulting analytics, but are unable to access the underlying data 

streams which may contain sensitive data. Striim also allows users to encrypt all data in motion; users 

simply apply the encrypt flag when building data streams. Striim secures data behind the scenes using 

industry best practices.  

Hackers are using advanced technologies and sophisticated hacking techniques to exploit vulnerabilities 

in systems and obtain sensitive data. Organizations must take steps now to ensure that all data, 

stationary data and data in motion, is secure.  
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